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“I often see people saying 'Nobody has produced an invulnerable software system,;
therefore, nobody will ever produce an invulnerable software system.'
By the same bogus reasoning, nobody will ever reach Mars; nobody will ever find MD5 collisions;
nobody will ever cure cancer; nobody will ever build a 1GHz CPU; etc."
— Daniel J. Bernstein
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Daniel J. Bernstein

I3BeCTeH Kak aBTop:
> Annuntmnyeckon kpueon Curve25519.
> [MloyToBOro cepsepa gmail.

- DNS-cepBepa djbdns.




Kak n3oexartb

YA3BMMOCTEN?

Kaxaas ya3BMMOCTb — 3TO «bar».
donyctum: 1 «6ar» Ha Kaxable N CTPOK.
Ecnin 1000N cTpok, To ~1000 «b6aros».

* 136exaHne «baroB» (0OCHOBHOE 0ObACHEHNE NUCKHUUTESTbHOM
6e3onacHocTu gmail)

- FOHUT-TECTUPOBaHKE
- Crarnyeckni aHasim3 koga
- Code review

* CHMXKeHMe 06bEMa UCXOAHOro Koaa
e CHMWXeHMe 06bEMa 0BEPEHHOIO Koaa

- MomeLlaTtb 60/bLUIYI0 YacTb KOJa B «HeJ0BEepPEHHbIE 30HbI»



136eXxaHne oLnbokK

e /Icnonb3oBaHKMe ACHbLIX MOTOKOB AaHHbIX

- ApxutekyTpa gmail MHoronpoueccHas (HeT npsamMoro
[0CTyna K nepemMeHHbIM Apyr apyra)

- Kaxabin npouecc MMeeT OTHOCUTENIbHO MaJioe YnC/0
BO3MOYHbIX COCTOAHUN

— BHYTpeHHMe NoToKN AaHHbIX MakCUMaslbHO SICHbIE



136eXxaHne oLnbokK

 be3onacHble Tunebl AdaHHbIX

- LlenouncneHHble onepauunn (y=x+1; y>x?). NpoBepka npesblLLEHNSA
rpaHuL Unm cneunasibHble 6UGMNOTEKMN.

- VMicnonb3yloTca CTPoKK, cogepxawime nHgpopmaumio o asmHe (Bmecto C-
CTPOK).

typedef struct stralloc
{

char *s;

unsigned int len;
unsigned int a;

}



136eXxaHne oLnbokK

* 136e)XaHne CUHTaKCMYecKoro aHasimsa

— 3avacTyro napcepbl cogep)xar OLLNOKMN.
- B gmail napcuHr no BO3MOXXHOCTU n3beraeTcs.

- 119 MexnpoueccoHOoro B3anMoaencTnsa N BHyTPEHHUN
dhannoBbIx hopmMaToB UCMOSb3YETCA NPUMUTUBHENLLINA
doopmar.

— Ecnun nonHoCTbLIO n3bexartb Henb3g, KaoKOo€e CMHTakKCn4yeckoe
MpPaBun/10 NMOKPbIBaTb OTAE/IbHbIM TECTOM.



136eXxaHne oLnbokK

 O606LLEHME BBOAA AAHHbIX

- Kaknm obpazom MOXXHO nsberartb peako nposBASOLLINXCS
OLLUNOOK?

- AbBCcTparvpoBarb MexaH13M BBOJA AaHHbIX
(B3aMMOencTBOBaTb HE TO/LKO C pan/ioBO CUCTEMOW).

- Co3paHue rcyepnbiBaroLLlero Habopa TecToB A1 TaKoro
0606LLIEHHOIO MexaHM3Ma BBoa.



CHWxeHune oobbeéma

MCXOOHOro Koaa

* BbiaeneHve obLwmx pyHKUNA

OTpbIBOK M3 Sendmail:

if (dup2(fdv[l], 1) < 0)

{
syserr ("%s: cannot dup?2 for stdout", argv(0]);
_exit (EX OSERR);

}

close (fdv[1l]);

AHanornyHblin Kog B Qmail:

int fd move (int to,int from)

{
if (to == from) return 0;
if (fd copy(to,from) == -1) return -1;
close (from);

return 0;



CHWxeHune oobbeéma

MCXOOHOro Koaa

« ABTOMaTH4yeckas o6paboTka owmbokK

OTpbIBOK N3 Qmail:
void die write ()
{

substdio putsflush (subfderr, "gmail-pw2u: fatal: unable to write output\n");

_exit(111);
}
/oo x/
if (substdio puts(subfdout,uugh) == -1) die write();
if (substdio puts(subfdout,dashcolon) == -1) die write();
if (substdio put (subfdout,x,1i) == -1) die write();
/* oo x/

PelleHe — MCcnonb30BaTh A3blKM C MexaHM3Mamn 06paboTKM UCKHOUYEHWIA.



CHumxXeHune oobeéma

MCXOOHOro Koaa

* licnonb3oBaHMe CeTeBbIX YTUTUT

Qmail ncnonb3yeT inetd ANA NPOCNYLUMBAHNA NOPTOB.
Koraa coegnHeHua co3gaHo, inetd 3anyckaet gmail-
smtpd Ana o6paboTku Bxogdiuero SMTP-coeanHeHus.

Sendmail cama 3aHMMaeTcs CETEBLIM B3aUMOAENCTBUEM.



CHumxXeHune oobeéma

MCXOOHOro Koaa

* licnonb3oBaHne pan/ioBOV CUCTEMBI

Kak MTA HaxoguT MHCTPYKUMM NO AOCTaBKe A/1d username,
NoslyuYmB username@domain?

- O6bI4yHO ncnonbayerca bl. Sendmail xpaHUT NHCTPYKLUK B
obuem «aliases file», n3pnevueHne NMHCTPYKL NN TpebyeT
npoBefeHnsa CUHTAKCMYEeCKOro aHasimsa.

- Qmail xpaHnUT MHCTPYKUMKN B pansie .gmail-username.
[TONCK MHCTPYKUNK He TPpebyeT nacuHra — npocToe
OTKpbITUE dhanna.



CHumxXeHune oobeéma

MCXOOHOro Koaa

e Vicnonb3oBaHue KoHTponsa goctyna OC

Kak obpabaTbiBaTtb . forward?

- Sendmail npoBepseT nMeeT i1 Nonb3oBaTe b NpaBa Ha
yTeHune, ABNAETCA N Ppanl CCbIJIKOW, 3aNOMUHAET
nonb3oBaTens An4a 3anycka nporpamm u T.n.

- Qmail 3anyckaet gmail-local C npaBamMu Nosib3oBaTens.
gmail-local NPOCTO cyMTbIBAET Pann . forward U
3anyckaeT ykasaHHble Nnosib3oBaresieM nporpamMmmel.



CHumxXeHune oobeéma

MCXOOHOro Koaa

CpaBHeHne 06bLEMOB NCXOAHbIX KOAOB Pa3HbIX MOUYTOBbLIX CEPBEPOB.

MTA CTpoK Cnos CumBosioB  daiinos

gmail-1.01 16028 44331 370123 288
sendmail-8.8.8 52830 179608 1218116 53
zmailer-2.2e10 57595 205524 1423624 227
smail-3.2 62331 246140 1701112 151

exim-1.90 67778 272084 2092351 127



KomMmnapTMeHTain3auus

Running as
local user

Running as
gmailq user

gmail-
smtpd

Running as
gmaild user

Legends

Spawned processes Q
Daemon processes O

Mail Queue

Running as
gmailq user

Running as
root user

Running as

gmails user

Running as
gmailr user

Mailbox

Running as
local user

Running as
gmailr user




CHWxeHune oobbeéma

N10BEPEHHOro Koaa

[Mporpamma, TpaHcopMupytoLLas AaHHbIE OT OAHOI0 NCTOYHMKA
(Hanpumep, NPOCMOTPLLNK N300paXeHNn NN APYrnx MynsTUMeOUnHbIX ddainios)

®C Bycbep

yCTpoWncTBa

OwnbKa B Koge AeKoAMpOBaHUSA MOXET NPUBECTU K
yTeHuto/moaudomkaummn anios nonb3oBarens



CHWxeHune oobbeéma

N10BEPEHHOro Koaa

[Mporpamma, TpaHcopMupytoLLas AaHHbIE OT OAHOI0 NCTOYHMKA
(Hanpumep, NPOCMOTPLLNK N306paXeHnn NN Apyrnx MynsTumMeauinHbix dainios)

STDIN STDOUT

MporpamMmMa n3onmpyeTcsi, NTOMeLLIAeTCs B «HEA0BEPEHHYIO 30HY».



CHumxXeHune oobeéma

MCXOOHOro Koaa

« Co3naHue «HegoBepPeHHOW 30HbI» B UNIX:

3anpeTuTb HOBbIE Pait/ibl, COKETHI, T. M.
RLIMIT NOFILE = O

3anpetutb goctyn K ¢C
chdir, chroot B NyCTyH ANPEKTOPUIO

BbibpaTb UID And npouecca

Y6eanTbCA, UTO HUKTO 6onblue He paboTtaeTt nog atum UID:
fork, setuid(targetuid), kill (-1, SIGKILL)

3anpetntb kill M ptrace, yctaHosus UID/GID

3anpetntb fork
RLIMIT NPROC = 0

YCTaHOBUTbL OfPaHMYeHne no namsaT U ApYrum pecypcam.



3abnyxaeHus

e 1N MHOrMX 6e30nacHOCTb 3ak/1loHaeTCca He B TOM,
4YTOObI N36aBUTBLCA OT YA3BMMOCTEN B KOJE, a B TOM,

4YTOObI BOCNPENATCTBOBATL 3KCM/1yarauum atux
YA3BUMOCTEMN:

- Cucrtembl 06HapyxeHunsa sTopxeHun (IDS)
- O6dyckaunsa (3anyTbiBaHKe) Koaa
- Microsoft EMET (DEP, ASLR, SEHOP, HSA)



3abnyxaeHus

Complete Microsoft EMET Bypass Developed

Fosted by Unknown Lamer on Monday February 24, 2014 @11:04FPM J_Jj
from the just-a-teeny-tiny-bug dept. j!

msm126 7 writes

"Researchers at Bromium Labs are expected to announce today they have developed
an exploit that bypasses all of the mitigations in Microsoft's Enhanced Mitigation
Experience Toolkit (EMET). Principal secunty researcher Jared Delott is delivered a
presentation at the Security ESides conference explaining how the company's
researchers were able to bypass all of the memory protections offered within the free
Windows toolkit. The worl is significant given that Microsoft has been quick to urge
customers to install and run EMET as a temporary mitigation against zero-day exploits
targeting memaory vulnerabilities in Windows or Internet Explorer. The exploit bypasses
all of EMET's mitigations, unlike previous bypasses that were able to beat only certain
aspects of the tool. Researchers took a real-world IE exploit and tweaked it until they
had a complete bypass of EMET's ROP, heap spray, SEHOP, ASLRE, and DEF
mitigations."




3abnyxaeHus

« Ecnu mbl onpeaensiemM ycnex Kak caep)xusaHue
BYEpaLLHMX aTakK, BMECTO TOro, YTobbl NpuKiagbiBaTb
YyCU/NS K NpeaoTBpaLLeHnto BCEX BO3MOXHbIX aTak, TO
He CTOUT yAUBAATLCS, YTO HaLUX NporpaMmmb|
OCTalOTCS YSAB3UMbIMU K aTakam 3aBTPaLUHEro AHs.



3abnyxaeHus

 [MpyHUMN MUHMMKU3ALMW NPUBUIETNIA

— MOXET CHU3UTb yuepb OT YSI3BMMOCTM, HO NOYTU HUKOrAa He YCTpaHseT
YSI3BMMOCTb.

- Netscape DNS Helper npegotspalwjaet A40CTYN K AUCKY.
bar B libresolv no3sBonunn nepexsatutb KOHTPONb Hag DNS Helper,
Moandonumnposatb DNS-Tpadmk 1 nepexsarbiBaTb COeANHEHUS
nosib3oBartens.

> [peobpa3oBaHne DNS Helper B HeoBepPEHHbIN KOO — 60siee
KOMMJ/IEKCHAA Mepa, YeM HasIoXeHMe orpaHnyeHunin Ha pecypcbl OC, K
KOTOPbIM MMEET AOCTYN nporpamma. Ecnu nporpamma obpabarbiBaeT
[aHHble OT HECKOJIbKNX NCTOUYHUKOB, KaXKAbI NCTOYHUK A0/HKEH ObITb
N3011MpPOoBaH OT MoandoMKauum gaHHbIX APYrnX MCTOYHUKOB.



3abnyxaeHus

« OTBEPXEHNE NPUHLIMMOB Kak anpuopu HenpnemMnemo
3aMe/ISoLWMX nporpamMmmy:

- 3anyck npouecca as4a ncnosibaoBaHnsa KoHTposna goctyna OC,
N301AUUN NapcuHra u T. n.

- KMcnonb3oBaHne PC kak xpaHunuwe smecto CYb/.

> be3onacHoOCTb BaXXHee CKOPOCTU:

1. ObecneunTb OTCYTCTBUE YA3BUMOCTEWN;
2. ObecneunTb ObLICTPOAENCTBUE.



Cnacmnboo 3a BHMMaHue

BOI‘IpOCbI?
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