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UYTO Ha3bIBAKOT Bitcoin

* JNeKTPOHHAA Ba/lOTa.
* OgHOpPaHroBaa naaTteXXHaa cucrtema.
* [IpOoTOKON Nepenayn AaHHbIX.



IcTopuyecKaa cnpaBKa

* 1983 — NpOTOKOA «3/IEKTPOHHOU HAaNIMYHOCTU» OT Yayma u bpaHaca

e 1997 — bak npeanoxun cuctemy Hashcash ans 6opbbbl co cnamom um
DoS-atakamun. PMHHU peanm3oBaa CBA3KY LEenoYek xel-6/10KoB ANf
Hashcash.

e 2008 — KonnekTnB aBTOPOB OoNyb/1IMKOBAN NPOTOKOA Bitcoin.
e 2009 — co3aaH nepsbi BNOK, NepBble TPaH3aKumm Bitcoin.
e 2010 — nepsbIn o6MeH Bitcoin Ha peanbHbIK TOBAP.



RAtovyeBoe NOCTOMHCTBO

PeweHune npobnembl obecnevyeHmnAa 4OBEPUA MEKAY CTOPOHAMMU K
noaiy4eHHOU UHOPMALMIN, KOTAa HU Y OAHOU U3 CTOPOH HET A0BEPMUA K

NEenCcTBUAM APYromn CTOPOHbI.

T.e. pewieHne npobnembl NOBTOPHOM TPaTbl AeHer (MPUMEHUTENbHO K
3/IEKTPOHHbIM NAATEKHbBIM CUCTEMAM).



Xew-PyHKLMS

[Mpeobpa3yeT maccuB BXOAHbIX AaHHbIX MPOU3BO/IbHOW ANNHbI B
BUTOBYIO CTPOKY GUKCUPOBAHHOMN ANNHDI.

Kpuntorpapuyeckmne xew-oyHKUUN:
* HeobpaTnmbl
* CTOUKMN K KONNU3UAM

MD5(«physics") = d65f2c2e29eec9b6516d99¢c2a148a5f9
MD5(“phyzics") = 68b00918046f9b218e4eb69318f3e011
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JNeKTpoHHasa Undposaa MNoanmncs
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Aapec — xew nyoan4YHOro Katoya

{ "from" : 1FXySbm7]jpJdfHEJR]JSNPPUgnpRTcSuS3aN,
"to" : 1Egm3zlyu6D4Y1lclLXKgRegolgvZNrmfvN,
"amount" : 1 }

Elliptic Curve Multiplication Hashing Function
(One-Way) (One-Way)

Bitcoin Address

Private Key Public Key



TpaH3aKUmnu

| Hash | Hash |

Sy .

<address 1> sent <amount> BTC to <address 2>



TpaH3aKUmnu

Transaction A
015 8TC

Transaction C

005 BTC 003 BTC

o<t {m]

004 BTC

Transaction B Pl \ D”‘\
003 BTC |

|: Vi +.001 BTC fee




CTpYKTYypa TPpaH3aKUum
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Script

CobCcTBEHHbIN A3bIK NPOrpaMmMmnUpPOBaHUA:
* Stack-based:
* HenonHbin NO TblOPUHTY.

TMNMYHOM NpoOrpammei:
2 3 OP ADD 5 OP EQUAL



STACK

[lpouecc ncnoaHeHmA script

SCRIPT
2 3 ADD 5 EQUAL

Tt

EXECUTION
POINTER

7 Execution starts from the left
Constant value “2” is pushed to the top of the stack




STACK

[lpouecc ncnoaHeHmA script

SCRIPT
3 ADD 5 EQUAL

1

EXECUTION
3 POINTER
7 Execution continues, moving to the right with each step

Constant value “3” is pushed to the top of the stack



STACK

[lpouecc ncnoaHeHmA script

SCRIPT
ADD 5 EQUAL

|

EXECUTION
POINTER
Operator ADD pops the top two items out of the stack and adds them together (3 add 2);
> then Operator ADD pushes the result (5) to the top of the stack




STACK

[lpouecc ncnoaHeHmA script

SCRIPT

5 EQUAL

1

G EXECUTION
POINTER

> Constant value “5” is pushed to the top of the stack



STACK

[lpouecc ncnoaHeHmA script

SCRIPT
EQUAL
EXECUTION
POINTER
TRUE Operator EQUAL pops the top two items out of the stack and compares the values (5 and 5)

and if they are equal, EQUAL pushes TRUE (TRUE = 1) to the top of the stack



YcnoBue TpaThbl BbIXO4a TPAH3aKLMN

Ycnosue: 1.000.000S nepexoAat K Annce TONbKO NOC/e TOro, KaK en
ncnonHutca 18 ner.

[loKka3aTenbCcTBO: NacnopT AAUCHI.

scriptPubKey — ckpunT ycnoBusA, 06blYHO cOAEPHKUT NYOSNYHDBIN KAtoY
nony4yartens.

scriptSig — CKpUNT AOKa3aTe/IbCTBa, OObIYHO COAEPHKUT NOANUCH
nony4yaTens.



YcnoBue TpaThbl BbIXO4a TPAH3aKLMN

Unlocking Script Locking Script
(scriptSig) + (scriptPubKey)
—_\ l——
<sig> <Pubk> DUP HASH160 <PubKHash> EQUALVERIFY CHECKSIG
—_l ——’
Unlock Script Lock Script (scriptPubKey) is found in a transaction output and is the
(scriptSig) is provided encumbrance that must be fulfilled to spend the output
by the user to resolve

the encumbrance



[10pOTOKOAN — MOUCK HOA

DSN Seeding; $ nslookup seed.bitcoin.sipa.be

Non—-authoritative answer:

* seed.bitcoin.sipa.be

Name: seed.bitcoin.sipa.be

e dnsseed.bluematt.me Address: 76.111.96.126

Name: seed.bitcoin.sipa.be

Address: 85.214.90.1

* dnsseed.bitcoin.dashjr.org
* seed.bitcoinstats.com

Name: seed.bitcoin.sipa.be

* seed.bitcoin.jonasschnelli.ch Address: 94.226.111.26

Name: seed.bitcoin.sipa.be

Address: 96.2.103.25

* seed.btc.petertodd.org



[1pOTOKON — pYKOMOXKaTne

When the local peer L connects to a remote peer R, the remote peer will not send any data until it
receives a version message.
e L -> R Send version message with the local peer's version

e R -> L Send version message back
e R Sets version to the minimum of the 2 versions
e R -> L Send verack message

e L Sets version to the minimum of the 2 versions



[TDOTOKON - CTPYKTYPa COODLLEeHUS

Field Size

12

Description

magic

command

length

checksum

payload

Data type

uint32_t

char[12]

uint32_t

uint32_t

ucharl]

Comments

Magic value indicating message origin network

ASCII string identifying the packet content, NULL padded

Length of payload in number of bytes

First 4 bytes of sha256(sha256(payload))

The actual data



[1pOTOKOAN — MOANMMUCH TPAH3aKUNI

version 01 00 00 00
input count 01
previous output hash 48 2d 40 d4 5b 9e a0 d6 52 fc a8 25 8a b7 ca a4
(reversed) 58 57 £9 6f b5 0Oc d7 32 «8 b4 81
previous output index ©0 00 00 00
Ll script length
scg'ip’[Sig script containing signature
sequence £f Ff £f £F
output count 01
value 62 64 01 00 00 00 00 00
output  script length
SC[‘iptPubKey script containing destination address

block lock time 00 00 00 00

L



[1pOTOKOAN — MOANMMUCH TPAH3aKUNI

[MoanuncbiBaeTca HeHacToALWaa TpaH3aKUMA, KoTopas byaeTt oTnpasBaeHa
APYrum Hoaam, a ee moandukaumsa, rae B unlocking script ykasan
locking script U3 Bbixoaa.



[10OTOKOAN — OTNPaBKa TPAH3aKLNN

v Bitcoin protocol
Packet magic: @xf9bebdd9
Command name: tx
Payload Length: 224
Payload checksum: 8x69d32a8c
v Tx message
Transaction version: 1
Input Count: 1
v Transaction input
Previous output
Script Length: 139
Signature script: 48384582210886ftb3df5ddcc282649817851198536eaa2bb. ..
Sequence: 4294967295
Output Count: 1
v Transaction output
Value: 1088
Script Length: 25
Script: 76a91478el@ctBedbd38266d8fdded5c8bd3IBd3Ba3cdedss. . .
Block lock time or block ID: 8




BaokyenH




32
32

Field
Size

CTpyKTypa B10Ka

Description

version
prev_block

merkle root
timestamp

bits
nonce
txn_count

txns

Data
type

int32 t
char[32]

char[32]

uint32 t

uint32 t

uint32 t

var_int

o

Comments

Block version information (note, this is signed)
The hash value of the previous block this particular block references

The reference to a Merkle tree collection which is a hash of all transactions related to this block

A Unix timestamp recording when this block was created (Currently limited to dates before the year

2106!)
The calculated difficulty target being used for this block

The nonce used to generate this block... to allow variations of the header and compute different hashes

Number of transaction entries

Block transactions, in format of "tx" command



[lepeBo MepKna
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[lepeBo MepKna
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MaWHWHT

[leAaTenbHOCTb NO NoAAepKaHUIO pacnpeaeneHHoM NaaTtpopmbl U
CO34aHMNI0 HOBbIX 6/1IOKOB C BO3MOXHOCTbIO MOAYYUTb BO3HArpaxaeHue
B dopme SMUTUPOBAHHOM Ba/ItOTbl K KOMUCCUOHHbIX COOPOB.

Lenwn:
* [Ipon3BOACTBO AEHEXKHOW MACChI.

 ObecneyeHmne paboTbl ceTu.

OrpaHn4yeHHaAa smuccusa.



KoamyectBo OUTKOMHOB C TeYEHUEM BPEMEHN

Bitcoin Money Supply

20,000,000
16,000,000
14,000,000
12,000,000

10,000,000

Bitcoin Created

5,000,000
4,000,000
2,000,000

11172010 1112015 1112020 1112025 11112030

Time



CBOMCTBA a/ITOPUTMA MaUHUHT3

* Co3gaHmne HOBOTO 610Ka — BbIYNC/IUTENBHO CAOXKHAA 3a/4a4a.

* Ha BbluncneHmne HoBoro 6,10Ka y Bcen cetn yxoaut 10 muHyT (B
cpeaHem).

* OTO BpeEMA He 3aBUCUT OT YMNC/1A Y4AaCTHUKOB CETH.
* [IpoBepKa 610Ka Ha "KOPPEKTHOCTL' A0NXKHA ObITb NPOCTOMN.



Proof-of-Work

 Popmupyetca 610K n3 TpaH3akumuun, nonce =0

* [Moka xew 6,10Ka > N:
°* nonce++
* [lepecymTaTb Xew 610Ka

Ynucno N — MMeHHO TOT NapameTp, KOTOPbIN CeTb HaCTPanBaEeT B
3aBMCUMOCTM OT CYMMAPHOUN MOLLHOCTU MaUHEpPOB.



Proof-of-Work

Version 02000000
previous block hash | 17975b87cl8ed1£7e255adf297599b55
(reversed) 230edab87803c8170100000000000000
Merkle root 8a87295a274Tb4f1a0b3948d£3990344
(reversed) c0e19fa6b2b92b3alfcBe 6badc141787
timestamp 358b0553
bits 535f0119
nonce 48750833

transaction count 63

coinbase transaction

transaction

Block hash

0000000000000 OOD
eleTadT78024addfe
cdc893628878aa32d
01fabd4292882a50



Hash rate

Bitcoin network: total computation speed

25000 T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
difficulty
7-day window estimate
14-day window estimate
30-day window estimate
-{ 3000
20000 -
-{ 2500
15000
-{ 2000
0
=
w
153
o
[« 9
-{ 1500
10000
-{ 1000
5000 -~
-{ 500
0 PN R I . [ P [ i i S '__‘“jl P | I M 0
Jan '09 Jan'10 Jan'1l1 Jan '12 Jan '13 Jan'l4 Jan '15 Jan'l6 Jan'17 Jan '18 Jan'19

Date

Billion difficulty



Pa3sBeTB/1eHUNe b10oKYeHa

BLOCKCHAIN HEIGHT

BLOCKCHAIN HEIGHT




Pa3sBeTB/1eHUNe b10oKYeHa
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ATaka 51%

* MoweHHUK noKynaet ToBap Ha 1000 BTC B Kakom-HMbyab marasuHe.

* [lpopasel, npoBepAeT bAOKYENH, BUAMUT, YTO TPaH3aKuma bbina, npoLusa Be
NPOBEPKU U NOMana B KAKON-HMOyAb 610K, Hanpumep #123.

* [pogaseLl, nAeT Ha NOYTY M OTNPaBAAET Bam TOBap.

* MoOLWEeHHUK BKAOYAET CBOKO MaMHUHI-GEPMY M HAYMHAET MAUHUTD,
HaunHaAa ¢ 6n0Ka #122. Echn y HEro 4OCTaTo4HO MOLLLHOCTEW, TO OH MOMKET
oborHaTb BCHO OCTaNbHYIO CeTb U bbiCTpee Bcex 4oCYNTaTb A0 ba10oKa #124.
Mpu aTom TpaH3akumio Ha 1000 BTC, oH byaeT BKAtOYATb HU B OAMH U3
610KoB.

B pe3ysibTaTte npoaaseuy 1NMWLNUTCA TOBaAPa N HE NOAYHUT CBOUX OEHET.



AnnapaTtypa 418 MaHUHI3G
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Miner

Antminer 55

Antminer 57

Antminer 59

Avalon 6

SP20 Jackson

Hash Power

116 TH/s

473 TH/s

14.0 TH/s

3.50 TH/s

1.3-1.7 TH/s

Price

$139.99

$48999

$3,000

$559.95

$90.00



CMU: dumsankn-aaepLUnKM 3a4epiKaHbl 3a NONbITKY MAaWMHUTDb
6MTKOUHbI Ha cynepKoMMnbloTepe

Kak coobuiaeT Telegram-kaHan Mash, B Capoee (Huxeropoackas obnacTts) 3agepxaHbl COTPYAHUKN 3aKPbITOro
anepHoro obbekta — PefepanbHOro AAepHOro LieHTpa, KOTopble MonbiTaNuck BOCMO/Ib30BATLCA MMEoLWUMCS Y
OopraHusauuMmu cyrnepkKkoMnbLTepoM Ans MaHUHra BUTKOMHOB.

CBepXxMOLLHble CyNnepKOMMbOTEPbl UCMOMb3YTCA A5 BbIMOJHEHUA CNOXHENLWMUX pacyéToB B
Hay4HbIX M NMPOU3BOACTBEHHbIX Lensax. OaHako y AByX dusnkos-saepLumkoB 6bina 3agava
nonpolle: HaMalHUTb C MOMOLLbI UMEKLLNXCA KOMMbOTEPHbIX MoLLHOCTen nobonblue
6butkonHoB, 6n1aro 4Tto No AonAry cnyX6bl OHM UMenu AOCTYN K CYNepKOMMbloTepy.
PeanusoBaTb nMaaH dyayLmMM KpunTto-npeanpuHMMaTessaM He no3Bosisifia Nvllb O[Ha
npobnemMa — cynepkomnbioTep He bbil noaknto4YéH K MHTepHeTy. OQHAaKo, KakK o0Kasanochb, U
3TO MPEensATCTBME MOXHO NMPeoaosneTh.

OaHaKo pa3BepHYTbCSH «Ha MOJIHYK» UM Tak U He yaanoch. [locne noakno4eHns
cynepkomnbloTepa K CeTn paboTHUKM LieHTpa nonasu B nosie 3peHns YnpasneHus
cobcTBeHHOM 6e3onacHoOCTU, cneamBllero 3a TeM, 4ytobbel Ha 06bekTe He 6bIo
OOMOJIHUTENbHbIX noakodYeHnn K Cetn. [lanee npeanpumMymBbIMU PU3NKAMU 3aHANTUCH



[Ty nbl

Bitcoin India: 0.2% ]
Eligius: 0.2% /, AntPool: 16.5%
BATPOOL: 0.8%
Kano CKPool: 0.8%
GoGreenLight: 1%
Telco 214:- 1%
Bitcoin.com: 1.4%

1Hash: 2.2%

F2Pool: 16.3%
GBMiners: 2.7%

BTC.TOP: 2.9%
BitClub Network: 4%

SlushPool:- 5.4%

BTC.com: 5.4%

HaoBTC:- 5.9%

\ - BitFury: 9.6%
ViaBTC: 6.7%

(
/ a

BTCC Pool- 8% “ BW.COM:- 8.2%



RpUTUKa

HesappeKTnBHOE NCNoNb30BaHME PeCcypCos.
10XaA macwTtabupyemoctb B1OKYENHA.

HM3Kaa NPonycKHaa cnocobHOCTL (B TpaH3aKLUUAX).
BbicOKaa NaTEHTHOCTb TPAH3aKLUUMN.

* YA3BMMOCTb K aTake 51%.

* OTKpbITaa AOCTYNHOCTb GUHAHCOB.

HeBO3MOXHOCTb 06N10XKEHNA HAaNOTaMMU.



GNU Taler

https://taler.net/videos/grothoff2014fossa.webm




vitaly.minko@gmail.com



